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Recorded Steps

This file contains all the steps and information that was recorded to help you describe the recorded steps to others.
Before sharing this file, you should verify the following:

e The steps below accurately describe the recording.
e There is no information below or on any screenshots that you do not want others to see.

Passwords or any other text you typed were not recorded, except for function and shortcut keys that you used.
You can do the following:

e Review the recorded steps
e Review the recorded steps as a slide show
e Review the additional details

Steps

Next

Step 1: (13/09/2023 08:46:05) User right click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local -
Remote Desktop"
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S o I Steps Rec Recording Ne — y o
0 g
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Timestamp Source Server Message
13-09-23 084314824 ServerNode  Hoeywell  Disconnect succeeded - fhvare cianges 41 rediifed
13-09-23 08:42:17.198 Server Node Hoeywell Endpoint: ‘'opc.tep/#10.19.166.10:4840" L zepartment requires cr
13-09-23 0843/17.198 Server Node Hoewwell  Security olicy: htto://oncfoundation.ora/UA/SecuritPolicvitAes 128 Sha2s6 Rsaaen'
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Step 2: (13/09/2023 08:46:05) User keyboard input on "Input Capture Window (pane)" in
"gtcpmp1.hopital.erasme.local - Remote Desktop” [...]
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49 gtcpmp.hopitalerasmellocal - Remote Desktop = u] X
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v 3 Docultents
19 Data Access View
Undidress Space 5 x References
oo & @ Forward v

Reference  Target DisplayN
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| Timestamp Source Server Message

13-09-23 084314824 Server Node  Hoeywell  Disconnect succeeded. ¥ Software changes are required
13-09-23 0843:17.198 ServerNode  Hoeywell  Endpoint ‘ope.tepy/#10.19.166.10:4840° our IT dey

{13-09-23 0843:17.198 Server Node Hoewell Securitv policy: ‘httpi//opcfoundation.ora/UA/SecuritvPolicu#Aes 128 Sha256 RsaOaen'
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Step 3: (13/09/2023 08:46:07) User left click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local -
Remote Desktop"

4 gtcpmp1.hopital.erasme.local - Remote Desktop = o X
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13-09-23 084217.198 ServerNode  Hoeywell  Endpoint: ‘opc.tcpi/#10.19.166.10:4840°
09-23 08:42:17.198 Server Node Hoewell  Security poliew: htni//oncfoundation.cra/UA/SecuritiPolici#Aes 128 Sha2s6 RsaOaen’ i
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Step 4: (13/09/2023 08:46:09) User left click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local -
Remote Desktop"

8 gtcpmp1 hopital.erasme.local - Remote Desktop

&
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v [ Documents
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~ PrivateKey
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Session Name ]
oK Cancel
Log
B
| Timestamp Source Server Message
13-09-23 0843114824 ServerNode  Hoeywell  Disconnect succeeded,
13-09-23 084317.198 ServerNode  Hoeywell  Endpoint: ‘opc.tcpi/#10.19.166.10:4840°
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Step 5: (13/09/2023 08:46:11) User left click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local -
Remote Desktop"
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4 gtepmp hopitalerasme.ocal - Remote Desktop
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v 3 Documents
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Session Settings
Session Name ]
oK Cancel
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| Timestamp Source Server Message
13-09-23 084314824 Server Node  Hoeywell  Disconnect succeeded.
13-09-23 0843:17.198 Server Node  Hoeywell  Endpoint: ‘'opc.tcpi/¢10.19.166.10:4840"
13-09-23 08:43:17.198 Server Node Hoewwell  Securitv policy: hitp://oncfoundation.ora/UA/SecuritiPolicv#tAes128 Sha2s6 RsaOaen’ bl
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Step 6: (13/09/2023 08:46:13) User left click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local -

Remote Desktop”

@ gtcpmp1 hopital.erasme.local - Remote Desktop

- o x
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113-09-23 084314824 Server Node  Hoeywell  Disconnect succeeded,
13-09-23 084217.198 ServerNode  Hoeywell  Endpoint: ‘opc.tcpi/#10.19.166.10:4840°
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Step 7: (13/09/2023 08:46:16) User right click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local -

"
Remote Desktop
4 gtcpmp1.hopital.erasme.local - Remote Desktop = o X
M Unified Automation UaExpert - The OPC Unified Architecture Client - EBI¥ - ~
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Project ™ i L @ atributes
~ [ Project # Server Node Id JisplayName  Value Datatype  urce Timestar rver Timestan  Statuscode 9wk e
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Step 8: (13/09/2023 08:46:17) User left click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local -

Remote Desktop"
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4 gtepmp hopitalerasme.ocal - Remote Desktop
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oo & @ Forward v
Reference  Target DisplayN
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Timestamp Source Server Message
13-09-23 0843;14824 Server Node Hoeywell  Disconnect succeeded
13-09-23 0843:17.198 Server Node  Hoeywell  Endpoint: ‘'opc.tcpi/¢10.19.166.10:4840"

113-09-23 08:43:17.198 Server Node  Hoewwell Securitv policy: ‘httpi//opcfoundation.ora/UA/SecuritvPolicu#Aes 128 Sha256 RsaOaen'
<
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Step 9: (13/09/2023 08:46:22) User left click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local -
Remote Desktop”

@ gtcpmp1 hopital.erasme.local - Remote Desktop

. | 3 Steps o Now
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Project ) L © atrbutes
~ [ Project # <
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Errors ~
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Trust Seryer Certificate
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PE=] [ Accept the server certificate temporary for this session Continue Cancel
Timestamp Source Server Message
13-09-23 0843:17.198 Server Node  Hoeywell  Used UserTokenType: UserName
13-09-23 0844:21.146 Server Node Hoeywell  Connecting cancelled by user,
113-09-23 0846115985 Server Node  Hoewwell  Endboint: ‘onc.ten:/#10.19,166,10:4840"
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Step 10: (13/09/2023 08:46:24) User left click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local -
Remote Desktop"

4 gtcpmp1.hopital.erasme.local - Remote Desktop = o X
= = o
) D atrbutes
v [ Project olelh e
gg éemm * s Nedeld M certificate Validation ? % fe Tl
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Serial Number 3BCAC6B1BC734209C4316302F438 870
Signature Algorithm  RSA-SHA256
Cipher Strength RSA (4096 bit)
Thumbprint (SHA1)  0A285460807718C34C980B975E 14BEETASB42D21
UA Extensions
L et b
st Server Certiicats
2
%P [ Accept the server certificate temporarily for this session Continue Cancel
Timestamp Source Server Message
13-09-230843/17.198 Server Node  Hoeywell  Used UserTokenType: UserN ame
13-09-23 0844:21.146 ServerNode Hoeywell  Connecting cancelled by user,
13-09-23 0846/15.985 Server Node Hoewwell  Endooint: ‘'opc.tcmi/#10.19,166.10:4840" ol
< >
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Step 11: (13/09/2023 08:46:26) User left click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local -
Remote Desktop"
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@ gtcpmp hopital erasme.local - Remote
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Validating the certificate of server 'Honeywell EBI OPC UA Server' returmed an error

‘ BadCertificateChainlncomplete

Certificate Chain
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Certificate Dietals
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Signature Algorithm ~ RSA-SHA256

Adddress Space 8 x Cipher Strength RSA (4096 bit)
Thumbprint (SHA1)  0A2854608077 1B C34C980B 975E 14BEETASB42D21
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URI urnihoneywell-comebiopcuaserver
IPAddresse:
DNSName pock
Extensions
BasicConstraints CAFALSE
Subjectieyl dentifier 8956:70:5C:21:68:3A17;1:5F 33:20:32.3FF 222:CE..
AuthorityKeyldentifier keyidiB 6:CDIB6:F46200:ACEDITH1 265 T66:C...
KeyUsage Digital Signature, N on Repudiation, Key Encipher.
ExtendedeyUsage  TLS Web Client Authentication, TLS Web Server A..
v
Trust: er Certificate
o9
Y= ] Accepwe server cartificate temporarly for this session Continue Cancel
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13-09-23 0843:17.198 Server Node  Hoeywell
13-09-23 0844:21.146 Server Node Hoeywell
113-09-23 0846:15.985 Server Node Hoevwell
<
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Used UserTokenType: UserName
Connecting cancelled by user,

Endpoint: ‘opc.tcpi//10.19,166.10:4840"
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Step 12: (13/09/2023 08:46:28) User left click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local -

Remote Desktop”

@ gtcpmp1 hopital.erasme.local - Remote Desktop

= u] X
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Certificate Chain
Name Trust Status
€ GTCHVE3SAD! OPCUA Server Trusted
Certificate Dietals
Serial Number 3BCAC6BU1BC7342C9C4316302F438 870 ~
Signature Algorithm  RSA-SHA256
Address Space Lt Cipher Strength RSA (4096 bit) References
Thumbprint (SHA1)  0A28546080771BC34C980B 975 14BEETASB42D21 G & @ Fowad v
UA Extensions
URI urnhoneywell-comiebi:opcuaserver RERERCE [ Tolgekpiplay
IPAddresse:
DNSName
BasicConstraints CAFALSE
Subjectieyl dentifier 895670:5C:21:68:3A:67:1B:5F 33:20:32.3FF 222.CE..
AuthorityKeyldentifier keyidB6:CDB6F46200:AC2EDIT41265FT:66:C
KeyUsage Digital Signature, N on Repudiation, Key Encipher.
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Trust Seryer Certificate
o9
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13-09-23 08:4317.198 Server Node  Hoeywell
13-09-23 08:44:21.146 Server Node  Hoeywell

113-09-23 0846:15.985 Server Node  Hoawwell
<

Used UserTokenType: UserName
Connecting cancelled by user.
Endpoint: ‘onc.teni//10.19,166.10:4840"
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Step 13: (13/09/2023 08:46:30) User left click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local -

Remote Desktop"

4 gtcpmp1.hopital.erasme.local - Remote Desktop

&

@ atbutes
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~ B Project # Server Node ld DisplayName  Value Datatype  urce Timestar rver Timestan  Statuscode
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sleb e

Attribute Yalue
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g
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Timestamp Source Server Message

Used UserTokenType: UserName
Connecting cancelled by user.
Endooint ‘onc.teoi//10.19,166.10:4840"

13-09-23 08:43:17,198 Server Node  Hoeywell
13-09-23 08:44:21.146 Server Node  Hoeywell
13-09-23 08:46:15.985 Server Node Hoewwell
<
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Step 14: (13/09/2023 08:46:34) User left click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local -

Remote Desktop"
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4 gtepmp hopitalerasme.ocal - Remote Desktop

Bl Unifiect Automation UsExpert - The OPC Unified Architecture Client - EBI*
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v 3 Documents
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Adddress Space 5% Refereries

23 o Highlght: - S g @ Forwad ¥
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v & Objects
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> D activities

> 3 alam groups

> O facility
ontology model
system alarm groups

oo
8B

Timestamp Source Server

13-09-23 08:46:29.476 DA Plugin  Hoeywell Revised values: LifeTimeCount=2400, MaxKeepAliveCount=10, Priority=0, =1000, Subsc; d=32517

13'09'23 0846:29476 DA Plugin Hoeywell Item [NS1|String|§assetmodel.areal: S amplingl nterval =1000, QueueSize=1, DiscardOldest=1, ClientHandle=0

13-09-23 08:46:29.476 DA Pluain  Hoewwell Item INS1IStrinalatchve3sad iib 02 180571 02a pemtmpambir: Samlinalnterval=1000, QueueSize=1, DiscardOldest=1, ClientH andle=1
<
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Step 15: (13/09/2023 08:46:36) User left click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local -
Remote Desktop”

@ gtcpmp1 hopital.erasme.local - Remote Desktop

Bl Unified Automation UaExpert - The OPC Unified Architecture Client - EBI*

| File Viey: ~-mme ™

0
o D atbutes
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v [ Documents
[ Data Access View

=
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(@ Pause Record @ StopRecord =] Add Comment @)~ |
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<

Address Space 8 x References
3 No Highlght: - & @ Fowad -
(2 Root Reference  Target DisplayN
v & Objects

» & Server

> D activities

> © alarm groups

> B facility

> @ ontology model

> system alarm groups
> & Types
> 1D Views

<

Timestamp Source Server Message

13-09-23 08:46:29.476 DA Plugin Hoeywell Revised values: LifeTimeCount=2400, MaxKeepAliveCount=10, Priority=0, =1000, Subsc; d=32517

13-09-23 084629476 DA Plugin  Hoeywell Item [NS1|String|$assetmodel areal: S amplingl nterval=1000, QueueSize=1, DiscardOldest=1, ClientHandle=0

13-09-23 08:46:29.476 DA Pluain Hoewvell Item NS 1IStrinalatehve3sa0Tiib 02 180571 t02a pemtrmpambirs.oresentvaluel: Samplinalnterval =1000. QueueSize=1. DiscardOldest=1. ClientH andle=1
<
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Return to top of page...

Additional Details

The following section contains the additional details that were recorded.

These details help accurately identify the programs and Ul you used in this recording.

This section may contain text that is internal to programs that only very advanced users or programmers may
understand.

Please review these details to ensure that they do not contain any information that you would not like others to see.

Recording Session: 13/09/2023 08:46:03 - 08:46:43
Recorded Steps: 15, Missed Steps: 0, Other Errors: O
Operating System: 19041.1.amd64fre.vb_release.191206-1406 10.0.0.0.2.48

Step 1: User right click on "Input Capture Window (pane)" in "gtcomp1.hopital.erasme.local - Remote Desktop"
Program: Pulse Secure Terminal Services Client, 9, 1, 17, 22379, Pulse Secure, LLC, DSTERMSERV.EXE /OLDINSTALL,
DSTERMSERV.EXE

Ul Elements: Input Capture Window, IHWindowClass, UlContainerClass, gtcomp1.hopital.erasme.local, UIMainClass,
ATL:66AB8000, AtlAxWin140, gtcomp 1.hopital.erasme.local - Remote Desktop, NeoterisTermServices

Step 2: User keyboard input on "Input Capture Window (pane)" in "gtcomp1.hopital.erasme.local - Remote Desktop" |...]
Program: Pulse Secure Terminal Services Client, 9, 1, 17, 22379, Pulse Secure, LLC, DSTERMSERV.EXE /OLDINSTALL,
DSTERMSERV.EXE

Ul Elements: Input Capture Window, IHWindowClass, UlContainerClass, gtcomp1.hopital.erasme.local, UIMainClass,
ATL:66AB8000, AtlAxWin140, gtcpmp 1.hopital.erasme.local - Remote Desktop, NeoterisTermServices

Step 3: User left click on "Input Capture Window (pane)" in "gtcomp 1.hopital.erasme.local - Remote Desktop"
Program: Pulse Secure Terminal Services Client, 9, 1, 17, 22379, Pulse Secure, LLC, DSTERMSERV.EXE /OLDINSTALL,
DSTERMSERV.EXE

Ul Elements: Input Capture Window, IHWindowClass, UlContainerClass, gtcomp1.hopital.erasme.local, UIMainClass,
ATL:66AB8000, AtlAxWin140, gtcpmp 1.hopital.erasme.local - Remote Desktop, NeoterisTermServices

Step 4: User left click on "Input Capture Window (pane)" in "gtcpomp1.hopital.erasme.local - Remote Desktop"
Program: Pulse Secure Terminal Services Client, 9, 1, 17, 22379, Pulse Secure, LLC, DSTERMSERV.EXE /OLDINSTALL,
DSTERMSERV.EXE

Ul Elements: Input Capture Window, IHWindowClass, UlContainerClass, gtcomp1.hopital.erasme.local, UIMainClass,
ATL:66AB8000, AtlAxWin140, gtcomp 1.hopital.erasme.local - Remote Desktop, NeoterisTermServices

Step 5: User left click on "Input Capture Window (pane)" in "gtcomp 1.hopital.erasme.local - Remote Desktop"
Program: Pulse Secure Terminal Services Client, 9, 1, 17, 22379, Pulse Secure, LLC, DSTERMSERV.EXE /OLDINSTALL,
DSTERMSERV.EXE

Ul Elements: Input Capture Window, IHWindowClass, UlContainerClass, gtcomp1.hopital.erasme.local, UIMainClass,
ATL:66AB8000, AtlAxWin140, gtcpmp 1.hopital.erasme.local - Remote Desktop, NeoterisTermServices

Step 6: User left click on "Input Capture Window (pane)" in "gtcpomp1.hopital.erasme.local - Remote Desktop"
Program: Pulse Secure Terminal Services Client, 9, 1, 17, 22379, Pulse Secure, LLC, DSTERMSERV.EXE /OLDINSTALL,
DSTERMSERV.EXE

Ul Elements: Input Capture Window, IHWindowClass, UlContainerClass, gtcomp1.hopital.erasme.local, UIMainClass,
ATL:66AB8000, AtlAxWin140, gtcomp 1.hopital.erasme.local - Remote Desktop, NeoterisTermServices

Step 7: User right click on "Input Capture Window (pane)" in "gtcomp1.hopital.erasme.local - Remote Desktop"
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Program: Pulse Secure Terminal Services Client, 9, 1, 17, 22379, Pulse Secure, LLC, DSTERMSERV.EXE /OLDINSTALL,
DSTERMSERV.EXE

Ul Elements: Input Capture Window, IHWindowClass, UlContainerClass, gtcomp1.hopital.erasme.local, UIMainClass,
ATL:66AB8000, AtlAxWin 140, gtcomp1.hopital.erasme.local - Remote Desktop, NeoterisTermServices

Step 8: User left click on "Input Capture Window (pane)" in "gtcomp 1.hopital.erasme.local - Remote Desktop"
Program: Pulse Secure Terminal Services Client, 9, 1, 17, 22379, Pulse Secure, LLC, DSTERMSERV.EXE /OLDINSTALL,
DSTERMSERV.EXE

Ul Elements: Input Capture Window, IHWindowClass, UlContainerClass, gtcomp1.hopital.erasme.local, UIMainClass,
ATL:66AB8000, AtlAxWin140, gtcomp 1.hopital.erasme.local - Remote Desktop, NeoterisTermServices

Step 9: User left click on "Input Capture Window (pane)" in "gtcomp1.hopital.erasme.local - Remote Desktop"
Program: Pulse Secure Terminal Services Client, 9, 1, 17, 22379, Pulse Secure, LLC, DSTERMSERV.EXE /OLDINSTALL,
DSTERMSERV.EXE

Ul Elements: Input Capture Window, IHWindowClass, UlContainerClass, gtcomp1.hopital.erasme.local, UIMainClass,
ATL:66AB8000, AtlAxWin140, gtcpmp 1.hopital.erasme.local - Remote Desktop, NeoterisTermServices

Step 10: User left click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local - Remote Desktop"
Program: Pulse Secure Terminal Services Client, 9, 1, 17, 22379, Pulse Secure, LLC, DSTERMSERV.EXE /OLDINSTALL,
DSTERMSERV.EXE

Ul Elements: Input Capture Window, IHWindowClass, UlContainerClass, gtcomp1.hopital.erasme.local, UIMainClass,
ATL:66AB8000, AtlAxWin140, gtcpmp 1.hopital.erasme.local - Remote Desktop, NeoterisTermServices

Step 11: User left click on "Input Capture Window (pane)" in "gtcpomp1.hopital.erasme.local - Remote Desktop"
Program: Pulse Secure Terminal Services Client, 9, 1, 17, 22379, Pulse Secure, LLC, DSTERMSERV.EXE /OLDINSTALL,
DSTERMSERV.EXE

Ul Elements: Input Capture Window, IHWindowClass, UlContainerClass, gtcomp1.hopital.erasme.local, UIMainClass,
ATL:66AB8000, AtlAxWin140, gtcomp 1.hopital.erasme.local - Remote Desktop, NeoterisTermServices

Step 12: User left click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local - Remote Desktop"
Program: Pulse Secure Terminal Services Client, 9, 1, 17, 22379, Pulse Secure, LLC, DSTERMSERV.EXE /OLDINSTALL,
DSTERMSERV.EXE

Ul Elements: Input Capture Window, IHWindowClass, UlContainerClass, gtcomp1.hopital.erasme.local, UIMainClass,
ATL:66AB8000, AtlAxWin 140, gtcomp1.hopital.erasme.local - Remote Desktop, NeoterisTermServices

Step 13: User left click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local - Remote Desktop"
Program: Pulse Secure Terminal Services Client, 9, 1, 17, 22379, Pulse Secure, LLC, DSTERMSERV.EXE /OLDINSTALL,
DSTERMSERV.EXE

Ul Elements: Input Capture Window, IHWindowClass, UlContainerClass, gtcomp1.hopital.erasme.local, UIMainClass,
ATL:66AB8000, AtlAxWin140, gtcomp 1.hopital.erasme.local - Remote Desktop, NeoterisTermServices

Step 14: User left click on "Input Capture Window (pane)" in "gtcomp1.hopital.erasme.local - Remote Desktop"
Program: Pulse Secure Terminal Services Client, 9, 1, 17, 22379, Pulse Secure, LLC, DSTERMSERV.EXE /OLDINSTALL,
DSTERMSERV.EXE

Ul Elements: Input Capture Window, IHWindowClass, UlContainerClass, gtcomp1.hopital.erasme.local, UIMainClass,
ATL:66AB8000, AtlAxWin140, gtcpmp 1.hopital.erasme.local - Remote Desktop, NeoterisTermServices

Step 15: User left click on "Input Capture Window (pane)" in "gtcpmp1.hopital.erasme.local - Remote Desktop"
Program: Pulse Secure Terminal Services Client, 9, 1, 17, 22379, Pulse Secure, LLC, DSTERMSERV.EXE /OLDINSTALL,
DSTERMSERV.EXE

Ul Elements: Input Capture Window, IHWindowClass, UlContainerClass, gtcomp1.hopital.erasme.local, UIMainClass,
ATL:66AB8000, AtlAxWin140, gtcomp 1.hopital.erasme.local - Remote Desktop, NeoterisTermServices
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